Hazard Pointer

P1121R0



struct Foo {

int 1d;
std: :string name;
// ...

// TnobanbHble AaHHbIE
std::atomic<Foo*> g_foo;

// Bbi3bIBA€TCA 4acTo, M3 pa3HbiXx threads
void print_foo() {
Foo* foo = g_foo.load();
printf( "1d=%d name=%s\n", foo->id, foo->name.c_str());

// Bbi3blIBaeTCA peako, M3 pa3HbiXx threads
zoid update_foo(foo* new_foo0)
Foo* prev = g_foo.exchange( new_foo );
delete prev; // ync...

}



struct Foo: hazard_pointer_obj_base<Foo> {

int 1d;
std::string name;
// ...

// TnobanbHble AaHHbIE
std::atomic<Foo*> g_foo;

// Bbi3bIBA€TCA 4acTo, M3 pa3HbiXx threads

void print_foo() {
hazard_pointer hp = make_hazard_pointer();
Foo* foo = hp.protect( g_foo ); // g_foo.load();
printf( "1d=%d name=%s\n", foo->1d, foo->name.c_str());

// Bbi3bIBaeTCA peako, M3 pa3HbiXx threads
void update_foo(foo* new_foo)
{
Foo* prev = ¢g_foo.exchange( new_foo );
prev->retire(); // aka delete prev;

}



Thread 1 Thread 2 Thread K

HP[N] Retired[R] HP[N] Retired[R] HP[N] Retired[R]

Hazard Pointer Domain, R> N * K




[P1121]

class hazard_pointer_domain;
template <

typename T,

typename D = default_delete<T>>
class hazard_pointer_obj_base;
class hazard_pointer;

+ HECKOJIbKO (YHKLMUHU



// Bbi3blBaeTCA 4yacTo, M3 pa3Hbix threads Print thread

void print_foo() {
hazard_pointer hp = HP[N Retired[R]
make_hazard_pointer() ; -g— *
Foo* foo = hp.protect( g_foo ); foo [0]
printf( "id=%td name=%s\n", [1]
foo->id, foo->name.c_str()); -
} C [R-1]
[N - 1]

// Bbl3biBaeTCA penkKko, M3 pa3Hblx threads
void update_foo(foo* new_foo) Update thread

{
Foo* prev = g_foo.exchange( new_foo ); HPIN Retired[R]
prev->retire(); {:Li>» ’

} VI [O]

[1]

[R-1]

[N -1]




// Bbi3blBaeTCA 4yacTo, M3 pa3Hbix threads Print thread
void print_foo() {

hazard_pointer hp = : :
make_hazard_pointer(); HPN] Fialioell
Foo* foo = hp.protect( g_foo ); [O] [0]
printf( "1d=%d name=%s\n", 1]
foo->id, foo->name.c_str());

} [R-1]
class hazard_pointer { N - 1]
implementation_defined hp_;
public:
template <typename T>
g* protect( std::atomic<T*> const& p ) i
52 ?tr; HP[i] — nuweT TONbLKO
- |
hp = pt p oad () : NMOTOK-B/1ageneL!
} while( ptr = p.load());
return ptr;



Yrto Takoe hazard_pointer?

: : HP[N Retired[R
P1121:hazard_pointer_obj_base<T, D>* Hf;oL © '[rO‘; [
VS -
w Tibcds: void* /T [1] .
class hazard_pointer { e [R-1]
public: N- 1]

hazard_pointer()

{ //alloc free slot from HP[N] }
hazard_pointer( hazard_pointer&& hp)

{: hp_(C hp.hp_ ) | O6bIYHO N —
hp.hp_ = nullptr; masnoe (4. 8)
bool empty() const { return hp_ == nullptr; }

privafé;
, HP* hp_; // ptr Ha HP[1]



template <typename T>
struct guarded_ptr {
hazard_pointer hp_; // 3awvuaeT 3nemeHT'[:]
T * ptr_; // 3NneMeHT cnucka
guarded_ptr(std: :atomic<T *>& p)
{ ptr_ = hp_.protect( p ); }
guarded_ptr( guarded_ptr&& gp): hp( std::move(gp.hp_)),
ptr_(C gp.ptr_ ) { gp.ptr_ = nullptr; }
~guarded_ptr() { hp_.clear(Q); }
T * operator ->() const { return ptr_; }
explicit operator bool() const { return ptr_ != nullptr; }
s
guarded_ptr gp = list.find( key ); // lock-free list

it Cgp ) {
// MOXHO be3onacHo obpauwaTbca K nonsam T yepe3 gp



struct Foo: hazard_pointer_obj_base<Foo> Update thread

{ ..}

// Bbi3blIBaeTCcA peako, un3 pa3HbiXx threads HP[N] Retired[R

¥oid update_foo(foo* new_foo) [O] [0]
Foo* prev = ¢g_foo.exchange( new_foo ); [1]
prev->retire(); . [R-1]

: N - 1]

template <typename T, typename D std: :default_delete<T>>
class hazard_pointer_obj_base {
public:

void retire( D reclaim = {},

¢ hazard_pointer_domain& domain = default_domain())

}

domain.cur_thread.Retired.push( this, reclaim );

s



domain.Retired.push( this, reclaim ): HP[N] Retired[R

Push to current_thread.Retired [0] 0]
if ( current_thread.Retired is full ) { [1]
[R-1]
impl_defined guarded[N*K] = IN- 1]
union HP[N] for all K thread;

foreach ( p in current_thread.Retired[R] )

if ( p not in guarded[] )
reclaim( p ); // ~= delete p

template <typename T, typename D = std::default_delete<T>>
class hazard_pointer_obj_base { .. }

R>N*KIII




Retired. this, reclaim

// uTeHne HP[1] Bcex NMOTOKOB
impl_defined N*K
union HP[N] for all K thread;

HP[N]  Retired[R
[O] 0]
[1]
[R-1]
N -1]

[R]
if ( p not in guarded[] ) // cpaBHeHue ykaszaTteneun!!!
reclaim // ~= delete p
[P1121R0]

struct Foo: Bar, Baz, hazard_pointer_obj_base<Foo> {

. /] ...




[P1121RO0]

struct Foo: Bar, Baz, hazard_pointer_obj_base<Foo> {

_ /] ...

HP[1] stores hazard_pointer_obj_base<Foo>*

[11bcds]

struct Foo: Bar, Baz {

// ...
}s

HP[1] stores Foo* casted to void*

Ana KoHTenHepa Container<T>
Bceraa B HP[1] xpaHuTt reinterpret_cast<void*>( T*)
CobOnroaeHne 3Toro npasusia — Ha COBECTHU
pa3paboTuunka



[P1121]

template <typename T, typename D = std::default_delete<T>>
class hazard_pointer_obj_base {
public:
void retire( D reclaim = {},
hazard_pointer_domain& domain = default_domain())

{
}

domain.cur_thread.Retired.push( this, reclaim );
}s

Knacc ¢c eAUHCTBEHHbLIM METOA0M — NMepexoaHUKOM.
AomkeH ObITb 6a301, ecnu XoTUM NpuMeHAaTb Hazard Pointer.

| O61BekT 3HaeT, Kak cebs yaansThb.



template <typename T, typename D = std::default_delete<T>>
class hazard_pointer_obj_base {
public:
void retire( D reclaim = {},
hazard_pointer_domain& domain = default_domain())

{
}

domain.cur_thread.Retired.push( this );

}s

// MOXHO Obl1O0 bbl Tak
class hazard_pointer_domain {
public:
template <typename T, typename D = std::default_delete<T>>
¥oid retire( T* ptr, D disposer = {} )
cur_thread.Retired.push( ptr, disposer );
// 4TO ecTb Retired?..



Yto Takoe Retired[i]?

[P1121R0O]

typedef hazard_pointer_obj_base<T,D>
retired_ptr; // bad

[Tibcds]

struct retired_ptr {

void* ptr_;

void (* disposer_) (void¥*);
}; // noTepsaH TmN?..

HP[N]

Retired[R]

[0]

[0]

[1]

[R-1]

[N -1]




[11bcds]

struct retired_ptr {
void* ptr_; _
void (* disposer_) (void¥*);

};

template <typename T, typename D>
void retire( T* ptr, D ) {
struct type_recovery {

static void func(void* ptr) {
DO ( static_cast<T*>( ptr ));

¥
current_thread() .Retired.push(

);

retired_ptr( ptr, type_recovery::func );

}

HP[N] Retired[R]
[O] [O]
[1]
[R-1]
[N - 1]

// Bbi30B ypaneHus: Retired[1].disposer_( Retired[1].ptr_ );




VHTPY3UBHbLIE KOHTEWHepbI
boost::intrusive (bi): container<T>

* no copy for T
* no move for T
* no allocation — best gna lock-free KOHTenHepoOB!

Boost — cunbHaa UHTPY3UBHOCTbL — ho allocation

Libcds — cnabas MUHTPY3UBHOCTD:
No allocation for user data T
MoXHO annouympoBatb BHYTPEHHME CTPYKTYpbI (hodes)

rso3db 8 P11217. .



Std:

template <typename T>
class list {
struct node {
node* next_;
hode* prev_;
T data;
};

// ...
}s;



KaXabli KOHTEMHEP MMEeEeT TUM HOAbI:
struct list_node {
1ist_node* next_;
1ist_node* prev_;

}s;

Mbl BCcTpamBaem Tun Hoabl B cBou Tun (hook)
Base hook:

typedef bi::1ist_base_hook<> my_1l1ist_hook;
struct Foo: public my_list_hook {
;}d::string data_;

bi::list<Foo, bi::base_hook<my_1list_hook>> Tist_;



struct list_node {
11st_node* next_;
1ist_node* prev_;

}s
Member hook:

typedef bi::1ist_member_hook<> my_1list_hook;
struct Foo {

std::string data_;

?¥_1ist_hook hook_;

)
bi::11ist<Foo,

bi: :member_hook<Foo, my_1list_hook, &Foo::hook_>
> list_;



Function hook:

typedef bi::list_member_hook<> my_1list_hook;
typedef bi::set_member_hook<> my_set_hook;
struct Foo {

std::string data_;

union {

my_Tist_hook T1ist_hook_;

) my_set_hook set_hook_;

//
};

B KOHTeHepe 3agatoTca aBe (hyHKkuun (traits):

- T* node_to_value( hook* node );
- hook* value_to_node( T* val );



OAHM U Te Xe AaHHble — BO MHOTMX KOHTEeWHepax:

struct primary_tag {};
struct key_tag {};

typedef bi::11st_base_hook<> Tist_hook;
typedef bi::set_base_hook<primary_tag> primary_hook;
typedef bi::set_base_hook<key_tag> key_hook;
struct Foo:
public 1ist_hook, // BNA CnUcKa
public primary_hook, // wHaekc
¢ public key_hook // WHAEKC
int primary_key_; // nepBUYHbLIA KJIOY
std::string key_; // BTOpPUYHbLIA KJIOY
// ...
};
bi::11st<Foo, bi::base_hook<list_hook>> Tist_;

bi::set< Foo, bi::base_hook<primary_hook>> primary_set_;
bi::set< Foo, bi::base_hook<key_hook>> index_set_;



hazard_pointer_obj_base:

struct primary_tag {};
struct key_tag {};

typedef bi::11st_ﬁember_hook<> Tist_hook;
typedef bi::set_member_hook<primary_tag> primary_hook;
typedef bi::set_member_hook<key_tag> key_hook;

struct Foo // HacnepoBaHue 3anpelweHo

int primary_key_; // nepBWUYHbIA KoY

std::string key_; // BTOPUYHLIA KoM

T11st_hook Tist_hook_;
rimary_hook primary_key_hook_;
ey_hook key_hook_;

// - . . npoyume nons

};
Kyaa BOTKHYTb hazard_pointer_obj_base<Foo>?..



VHTpY3uBHbLIE KOHTelHepbl U hazard pointer

[P1121R0]

TpebytoT HacnegoBaHuAa Tuna T OT
hazard_pointer_obj_base<T,D>

CnepgcrtBue: npuMmeHUM TonbKo base hook

[11bcds]
Hazard pointer == void*
Huuero He TpeGyet ot TINA T

MOXHO npuMeHATb to6ou Tun hook
CoxpaHeHue npaBUILHOIO ptr — Ha coBecTu
paspabdoTumkKa



[P1121]
https://github.com/facebook/folly

[libcds]
https://github.com/khizmax/libcds
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